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Abstract

Due to its wide adoption in the server and mobile world such as in Android, the Linux kernel is a
target of choice for attackers. Moreover, new features are constantly added and this opens up
a lot of opportunity to find new breaches. On the other hand, Linux developers try to mitigate
attacks using ever-evolving protection such as a recent one called Control-Flow Integrity, which
has the potential of greatly reducing the impact of current attacks. New attack strategies like
data-only exploitations are thus being adopted and it is not clear how current mitigations cope
with them.

In this work, we then analyze the effectiveness of Control-Flow Integrity in Linux by looking
into a large quantity of bugs in the kernel to determine the proportion of bugs whose exploita-
tion is truly protected by this mitigation. The results show that a large majority of bugs is still
exploitable using modern attack strategies. We also detail the exploitation of three bugs to
demonstrate the power of data-only attacks. The resulting exploits allow an unprivileged attacker
to completely take over the vulnerable system with root privileges.
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Chapter 1

Introduction

The kernel is a core component in operating systems: it acts as an abstraction of the hardware
layer to provide a simpler interface that programmers use to interact with the machine running
their software. It has essential responsibilities, such as managing the memory or scheduling the
user processes, which means that the kernel is also the most privileged piece of code running
on a system. It is then natural that it became a target for attackers seeking to compromise a
vulnerable machine. Managing to attack the kernel could lead to a lot of powerful capabilities
such as getting root accesses to the system, escaping containerized environments or hiding
malicious activities from the user. In the Linux kernel, such attacks are often made possible by
the existence of memory corruption bugs. They stem from the extensive usage of the C language
in the code base, which is known for its efficiency but also for relying on the capacity of the
developer to write correct programs. Ensuring memory safety is then left to the programmer and
this frequently leads to errors. Moreover, the Linux kernel contains a lot of different subsystems
to support a large variety of functions, hardware or protocols and new ones are constantly added,
so keeping up with finding and fixing the bugs is not an easy task.

By design, the Linux kernel separates the memory available to the user processes (user-
space) from the memory available to the kernel (kernel-space). In this way, the processes are
prevented from directly modifying the kernel objects and instead have to use system calls to
interact with the kernel. However, this is not enough in the presence of a memory corruption
bug. Attackers have found ways to take over the vulnerable system by corrupting important
data in memory, such as function pointers. In this case, calling a corrupted function pointer
would divert the kernel from its original execution flow and let the attacker execute unwanted
instructions on the machine. In this context, modern kernels try to block attacks with several
protections: first, the execution of user-space memory regions is forbidden so that jumping to a
portion of code stored there crashes the kernel. However, user-provided data are often copied to
kernel space, for example when sending packets through the network, so the kernel also restricts
each memory chunk to be either writable or executable, but never both at the same time. This
prevents attackers from injecting their payload in kernel-space. The attackers now have to rely



on more advanced techniques that re-use portions of the kernel code itself to build the malicious
payload. Although the kernel tries to mitigate this attack vector by randomizing the code position
in memory, the low entropy [7] used during the process and the quantity of sensitive kernel
pointers that are leaked by the kernel to the user due to information leak bugs make KASLR often
easily bypassable.

Now, a mitigation called Control-Flow Integrity (CFI) [1] is being adopted by the Linux kernel
and has the potential of further limiting the quantity of kernel code available to the attacker.
The main idea is to restrict the number of locations at which the kernel can jump to at each
change in the control-flow. For example, with CFI the kernel will only call a function pointer if
it points to the beginning of a function with the same prototype (same return type and same
argument(s) type(s)) than the one used in the source code. This is a major reduction to the set of
jump targets available to the attackers as they are now restricted to the start of a limited number
of function while they were allowed to jump to any bytes in the kernel code before CFI. Although
the adoption of CFI in the Linux kernel is relatively recent, its usage in user-space applications is
well-established and has thus been extensively studied, either for its security, performance or
usability aspects [6, 40]. However, the same is not true in the kernel: the literature concerning
the effectiveness of CFI at blocking kernel-oriented attacks is lacking and it is not clear how
useful this mitigation is in this context. This skepticism stems from the hypothesis that the
kernel might be a target subject to a wide variety of data-only attacks [33], a class of attacks that
focuses on corrupting semantic data (password, administrator flag, ...) rather than control-data
(function pointers, return addresses, ...). Indeed, the kernel stores a lot of other sensitive data in
its memory such as page tables, files permissions or processes privileges and corrupting them
poses a severe security threat too.

In this thesis, we then try to give a practical analysis of the effectiveness of CFI in the kernel
by looking at a large quantity of bugs found by fuzzing the kernel. We then determine the
proportion of them that would allow bypassing CFI during a data-only attack. To carry this
analysis out, it is important to first understand and describe the attack surface available to an
attacker seeking to perform a data-only attack against the kernel. We then gather 102 bugs
to assess their exploitability with respect to the collected attack strategies. Finally, we build
several practical exploitations on one of these bugs as well as on some existing vulnerabilities
to support the reliability of the analysis and demonstrate the power of data-only attacks. The
results we obtain confirm the skepticism: the remaining attack surface is significant and mostly
unprotected even in modern kernels. Hence, 80% of the vulnerabilities we evaluate are still
exploitable even with the presence of Control-Flow Integrity. Also, all the exploits we implement
manage to take over the vulnerable system with administrator privileges, showing the power of
data-only attacks are capable attack vectors.

In summary, the core contributions of this thesis are 1) the evaluation of 102 bugs in the
kernel to determine the effectiveness of Control-Flow Integrity at blocking attacks against the
vulnerable ones and 2) the implementation of three data-only attacks on real vulnerabilities
that bypass every modern mitigations (including KASLR and CFI) and manage to escalate the



privileges of the attacker by getting root access to the vulnerable system.



Chapter 2

Background and related work

In this section, we describe the material required to the comprehension of the thesis. We first
cover the difference between the control-flow of a user-space program and the kernel. The latter
having several unique attributes, highlighting them is important to understand how exploitation
and mitigations differ between the two contexts. We then describe the management of dynamic
memory allocation in Linux, as it has a core role when exploiting the kernel. We also cover
the basics of kernel exploitation such as how memory corruptions impact the kernel and the
different manners attackers can take advantage of them, be it using control-data or data-only
attacks. Finally, we introduce the Control-Flow Integrity mitigation in the Linux kernel.

2.1 Kernel control-flow

A significant difference to a user-space program is that the kernel is concurrent by nature. It is
called reentrancy and it means that several pieces of kernel code can be executed at the same
time on a single machine. This can happen under different scenarios: for example, modern
processors are designed such that a single processing unit is in fact composed of multiple cores
that run different programs in parallel. Each one of them can then independently interact with
the kernel using system calls, which might end up having several cores running kernel code at
the same time. It could even happen on a single core as Linux is a preemptive kernel: if, during a
system call, the kernel cannot serve the request immediately, it will deliberately choose another
process to run and will pause the current one in the mean time. In this situation, two interactions
with the kernel could be interleaved. Also, in order to communicate and exchange data with
the machine, the hardware connected to the system issue interrupts to get the attention of the
kernel, and the corresponding interrupt handlers are then called to take the appropriate actions.
These interrupts can happen at anytime, and if the CPU is already running a kernel path at that
moment, it is paused to handle the request. A similar scenario can happen with exceptions: if an
anomalous condition is detected while executing kernel code (for example due to a bad memory
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struct file_operations {
loff_t (*1llseek) (struct file *, loff_t, int);
ssize_t (*xread) (struct file *, char __user *, size_t, loff_t x);
ssize_t (*write) (struct file *, const char __user *, size_t, loff_t x);
__poll_t (*poll) (struct file *, struct poll_table_struct *);
int (*xopen) (struct inode *, struct file *);
int (*xflush) (struct file *, fl_owner_t id);
int (*release) (struct inode *, struct file *);
...)
};

Listing 2.1 — A structure used to store function pointers for each action executable on a file.

access), the current execution is paused and a procedure is called to take care of the exception.
Again, in these two cases a new kernel path is executed on top of another one.

Due to these interactions, the kernel needs to be protected against concurrent accesses to
shared data such as global variables. Otherwise, a kernel path could modify data that are being
accessed by another thread and create a race condition. The kernel developers have several tools
at their disposal to protect them, such as spinlocks, mutexes or Read-copy-update [36], but it is
often not trivial to consider every possible interactions and errors are frequent. Moreover, due to
their non-deterministic property, race conditions are hard to uncover and can remain buried in
the source code for a long time before being found and fixed. From an exploitation point of view,
race conditions are responsible for different type of bugs, such as memory corruptions which
open up opportunities for attackers to compromise the kernel.

Another particularity of the Linux control-flow resides in the way it is programmed: although
the code base is predominantly in C, which is not an object-oriented programming language,
there is an extensive use of the dynamic method dispatch pattern within the kernel. More
precisely, a lot of structures declared in the code contain function pointers which are dynamically
set at run-time depending on the context. In this way, the kernel can operate on a lot of different
formats or protocols without having to create copies of the same structure for each of them.
Listing 2.1 gives an example of such a structure, which in this case stores pointers to functions
related to the operations one can perform on a file. The implementation of how to read, write,
open or release a file can be dynamically adapted depending on the situation, for example
according to the underlying filesystem. A pointer to this structure can then be easily stored in an
object describing a file in the kernel and serve to dispatch control flow to the correct function.
Due to this abundance, function pointers are a privileged target for attackers who then try to
corrupt them: we will see in the next sections how it is done in practice.
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2.2 Kernel memory management

As in user-space, memory in the kernel can either be statically, automatically or dynamically
allocated. Static memory allocations concern memory that is allocated at build time: a fixed
region of memory is designated to store variables that live during the whole kernel execution. For
example, variables declared globally in the code base are statically allocated. The memory region
containing the static allocation is called the kernel data section. Otherwise, for variables with a
shorter lifespan, such as local declarations in a function, the kernel automatically stores them
on the stack, a memory region created at boot time. However, the size of the stack in the kernel is
limited and kernel developers have to use it sparingly. Thus, when more complicated allocations
are needed (bigger sizes, different lifespans, . ..), they can rely on dynamic allocation: in this
case, they are responsible for the allocation and the freeing of the memory chunk by calling
the appropriate functions in the kernel. The memory region used to serve dynamic allocation
requests is called the heap.

However, for performance reasons, the kernel does not let developers allocate memory at
any location in the heap. Instead, it relies on two systems called the Buddy Allocator and the
SLAB Allocator to manage the heap. We now give a high-level explanation of the two systems.

2.2.1 The Buddy Allocator

In Linux, the basic unit used in memory management is called a page. The size of a page matches
the size of a physical page, which is determined by the Memory Management Unit (MMU) of a
given machine. For example, the most frequently seen page size on a x86-64 machine is 4096
bytes, so for the rest of the thesis, we will assume that this is the default page size. Now, the Buddy
Allocator is used for memory requests which sizes are a multiple of a page size: it is then mainly
used for large allocations.

One of the main challenges for the Buddy Allocator is to prevent fragmentation of the kernel
heap: this happens when large chunks of memory are non-continuously allocated, while the
remaining "holes" are free but unusable for most requests due to their small sizes. In this scenario,
the memory is not optimally managed and this results in a lot of free space being wasted. To
prevent fragmentation as much as possible, the Buddy Allocator groups memory chunks by their
order, which can range from 0 to a fixed upper limit. The size of each chunk is then computed as
gorder « PAGE_SIZE, so that it is exactly twice the size of a chunk from the lower order. Now
when the kernel requests a memory chunk of a specific size, the size is rounded up to the next
order and the Buddy Allocator returns a chunk from the list of available chunks for that order.
These lists are called freelists. However, it is possible that after several allocations of the same
order N the freelist of order N is emptied. In this case, at the next request of order NV, the kernel
will take a memory chunk from the freelist of order N + 1 and split it in half so that each half is
of order N. The first half is returned to satisfy the request while the second half is added to the
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Cache

|

Slabs (full) Slabs (partial) Slabs (empty)
Object #1 Object #1 Free slot
Object #2 Free slot Free slot
Object #3 Object #3 Free slot
Object #4 Free slot Free slot

Figure 2.1 — Structure of a cache with an example of how a slab could be arranged. Here, each
slab contains four slots adjacently allocated in memory.

freelist of order V.

Later, when the kernel releases that memory chunk, it simply puts the block back to the
freelist of correct order. However, without additional care, the memory would eventually gets
fragmented: the freelists of higher order would be exhausted as they would be split among smaller
orders, and the allocator would not be able to serve requests for high order blocks. To prevent
this scenario, the Buddy Allocator will try to coalesce the freed chunk of order N by looking for its
second half in the freelist and recreate a block of order N + 1 if it is indeed present. It will then
continue do the same thing with the chunk of order NV + 1, and so on until the allocator cannot
find a matching half anymore.

2.2.2 The SLAB Allocator

For smaller objects, typically when their sizes is less than a page size, allocating memory using
the Buddy Allocator would be inefficient, as the minimum size of blocks it could return is equal
to a page size, so a lot of space would be lost due to having slots that are too large compared to
what is required’. Instead, the idea behind the SLAB Allocator is to group several objects of the
same size on a contiguous memory chunk to avoid wasting space. A group of objects is called a
slab, and each slab can be either full, partial, or empty: full slabs have all their slots allocated to
objects, partial slabs have a mix of allocated and free slots and empty slabs have all their slots
available. Also, several slabs together form a cache, and each cache can either be used to store a
specific object type (dedicated cache) or be of general use and store a mix of different objects
(generic slabs). For example, most of the structures in the kernel that are frequently allocated
and freed have a dedicated cache, such as the structure describing a file on the system or the
one storing the metadata of a process. Figure 2.1 depicts the structure of a hypothetical cache.

!This phenomem is called internal fragmentation, whereas the fragmentation problem presented in the previous
section is called external fragmentation.
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Now, when the kernel requests a slot from a cache, the SLAB Allocator first tries to find a slot
in one of the partial slabs. If there is no partial slab left, it creates a new empty slab by requesting
a memory chunk from the Buddy Allocator, splitting this chunk in several objects slots and
returning one of them to fulfill the request. Later, if the kernel releases the object, the allocator
checks if the slab which stored the object became empty and if it is the case, the associated
memory chunk is released to the Buddy Allocator. To give a concrete example, the generic cache
named kmalloc-256 is used to serve every memory requests (not destined to a dedicated cache)
which sizes are between 192 (not included) and 256 (included). Each slab of this cache uses
a memory chunk of order 1 (= 2! « PAGE_SIZE = 8192 bytes) so they each have % =32
slots available at creation. When all the slabs are full, the SLAB Allocator then requests memory
chunks of order 1 to the Buddy Allocator. Note that kmalloc-256 is only one example of generic

slab; there exists also kmalloc-32, kmalloc-64, kmalloc-512, and so on.

2.3 Kernel exploitation

Now that some basic primitives of the kernel have been introduced, we will cover in this section
the different steps that lead to a successful exploitation. We will first describe the origin of
memory corruption bugs and the main way attackers achieve privilege escalation using them,
followed by the mitigation that have been added to Linux to prevent kernel abuses. At this point,
we will present the recently adopted protection called Control-Flow Integrity, as well as modern
exploitation techniques that bypass it.

2.3.1 Memory corruption bugs in the kernel

On this subject, the kernel suffers from the same issues as user-space programs: since the C
language does not provide memory safety, errors in the code can lead to the program corrupting
its own memory. A corruption can first happen when spatial safety is not respected: an object
(buffer, structure, . . .) is accessed outside of its bounds, either for reading or writing data. This
lead to bugs such as heap out-of-bounds read, stack out-of-bounds write, and so on depending
on the location of the vulnerable object. This then results either in the use or the corruption of
data in other objects. Errors can also happen when temporal safety is not respected: in this case,
data are used at a moment in time which was not intended by the developer. Bugs that fall in this
category are use-after-free (a pointer to a freed memory region is used), uninitialized memory
(memory is not correctly initialized at allocation and used afterwards, which causes the program
to use the data that were previously stored in that memory location), double-free (a memory
region is freed twice), and so on.

13



typedef int (* commit_creds) (struct credx);
typedef struct cred* (*x prepare_kernel_cred) (struct task_struct *);

void payload(void) {
struct cred *root_creds = ((prepare_kernel_cred) (PREPARE_KERNEL_CRED_ADDRESS+«+
)) (NULL) ;
((commit_creds) (COMMIT_CREDS_ADDRESS)) (root_creds);
}

Listing 2.2 — Example of a malicious payload: once run, the current process is promoted to root
privileges

2.3.2 Control-Flow hijack attacks

Now if attackers trigger a memory corruption bug on a system without further preparation, the
kernel will most likely overwrite random data and later crash when using them. However, by
forcing the system to position sensitive data at the location of the corruption, they can take
advantage of the bug to modify variables they should not have permission to access. To do this,
the attackers can for example use the fact that the kernel allocates memory in a deterministic
manner, as described in section 2.2: for example, due to the SLAB Allocator, several small objects
of the same size or type can be allocated adjacently in memory if they are stored in the same slab.
Then, if one of these object is vulnerable to an out-of-bounds write, the attackers can corrupt
the objects next to the vulnerable one. Note that there exists methods which generalize to other
allocators, object types or bug types: in chapter 3, we give more details on how attackers can
shape memory according to their attack.

As described in section 2.1, function pointers are found in a lot of different kernel objects, so
using a memory corruption bug to corrupt one of them is a common way to exploit the kernel.
In this context, the attackers try to overwrite a function pointer to make it points to a memory
location they control; then, when the kernel tries to call the function through the malicious
pointer, the control-flow is redirected to the attacker payload which is then free to perform the
attack. For example, here is how a typical control-flow hijack attack using a heap out-of-bounds
write would take place in the kernel:

1. The attackers shape the kernel memory to have a victim object containing a function
pointer adjacent to the vulnerable object.

2. Then, the bug is triggered and the pointer is replaced with a pointer to the attacker payload.
3. Later, the kernel calls the function so the payload of the attacker starts running.

4. Listing 2.2 shows a payload example: in the Linux kernel, each process has a credential
objects with defines its privileges and stores metadata such as the ID of the user owning
the process. Here, calling the prepare_kernel_cred function with a NULL argument (line
5) returns a newly allocated credential structure, which by default is set to the highest

14



(root) privileges. Then, the commit_creds function call (line 6) swaps the current credential
structure of the process with the newly allocated one. Thus, once the payload finishes
running, the attackers successfully elevates their privileges.

Now, several mitigations have been added to the Linux kernel to reduce the impact of such
attacks. For example, Intel SMEP [19] (or equivalently ARM PXN [3]) restricts the kernel from
executing code stored in user-space. If the kernel still tries to do so, it will crash. Also, the non-
execute bit (AMD NX [2], Intel XD [19], ARM XN [3], ...) available on modern processors is used
to restrain the attacker from executing code injected in the kernel memory regions storing
data. Without this protection, the attackers would still have the possibility of overwriting a code
pointer with a pointer to a data buffer that the kernel previously copied from user-space to
kernel-space, for example while sending a packet through the network. The attackers now rely
on more advanced techniques such as returned-oriented programming [31] or jump-oriented
programming [5] that re-use portions of the kernel code to build the malicious payload. The
attackers chain several small pieces of code (called gadgets) and each of them execute a small
action, such as modifying the content of a register. An example attack could be a gadget chain
that disables the non-execute bit on the system and then jump to a code buffer injected in kernel
space. In order to make the process of creating a gadget chain harder for the attackers, the kernel
implements Kernel Address Space Randomization (KASLR) [22], to randomize the location of
the kernel code in memory. This way, at each boot the gadgets have different addresses and
the payload cannot rely on hard-coded values as they will most probably point to completely
different locations in the kernel memory. However, the effectiveness of KASLR in the kernel is
often discussed and it is not clear how legitimate its existence is: attacks against this protection
are regularly published, which for example bypass the system using its low entropy [16], transient
execution [7] or information leaks [4]. Thus, recently a new mitigation called Control-Flow
Integrity (CFI) is being adopted by the Linux kernel and aims at making the whole class of
control-flow attacks more difficult to achieve.

2.4 Control-Flow Integrity

2.4.1 Presentation

The idea behind Control-Flow Integrity is to restrict the execution of a given program to a path
in a control-flow graph (CFG) determined ahead of time, typically using a static analysis of the
source code. Attackers that manage to hijack the control-flow can then only manipulate the
execution within the bounds dictated by the CFG. To be effective, CFI has to protect forward
control-flow transfers, such as indirect function calls, and backward control-flow transfers, such
as jumping back to the return address saved during a function call. Abadi et al. [1] first described
a CFI mechanism that limits the sets of targets allowed at each forward control-flow transfer
point to the start of any function in the source code. With this design, attackers cannot jump to
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any bytes in the code anymore but only to the beginning of a function. For the backward edges,
it implements a shadow call stack which stores copies of the return addresses in another stack
hidden to the user. When a function returns, the return address is taken from the shadow stack
instead of the standard stack so that the control-flow is not subverted, even if attackers managed
to corrupt the standard stack. Note that the threat model they consider is very strong: their CFI
enforces protection against powerful adversaries that have control over all the data memory of
the program (i.e, not over the source code).

In subsequent works, the research community came up with numerous designs that improve
different aspects of the original approach, such as the precision of the CFG, the performances of
the checks or the compatibility with existing code bases. A powerful CFI scheme would enforce
a perfect CFG (i.e, it contains only the paths that could exist in actual runs of the program)
while inducing a negligent overhead and a high compatibility with existing program: this way,
deploying the mechanism is doable with a reasonable amount of effort. This goal is currently not
reached and current designs are making trade-offs among the different aspects to fit the usages
one would consider for CFI: these trade-offs are highlighted in several papers [6, 40], which show
the complexity of achieving the perfect design.

2.4.2 Implementation in the Linux Kernel

Now, although we covered CFI protections targeted to user-space software, some designs also
support operating systems, which are harder to protected due to the inherent differences they
have compared to traditional software: the Linux kernel, for example, have special control-flow
constraints due to how interrupts work (see section section 2.1). In Linux, CFI is implemented
using LLVM-CFI, which is part of the Clang compiler. The backward edges are also protected
using a shadow stack called ShadowCallStack [32]: for example, on ARM the register r18 is
reserved to store the location of the alternate stack, and this pointer is never pushed to the main
stack to prevent its value from being leaked to the attackers. The forward edges are protected
by grouping the functions according to their prototypes (return type and argument(s) type(s)).
Then, each indirect call is only allowed to jump to functions that are in the same group (or class)
as the actual function pointer type declared in the code.

To do this, LLVM-CFI creates one jump table per function class, and each entry of these tables
simply consists of a jump to one of the actual function address. Then, the compiler replaces
every function pointers by addresses of entries in the corresponding jump tables. Finally, before
jumping to a jump table entry, the kernel checks that the address at which it will go is indeed
located inside the bounds of the jump table associated with the function class used at this call
site. If it is not the case, the kernel crashes. This indeed enforces each indirect call to jump to the
beginning of a function contained in the same jump table as the pointer type, which ensures that
their prototype will match. Figure 2.2 shows a simplified example of how an indirect function
call is checked and executed.
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int actionl (int argl);
int action2 (int argl);
double action3 (int argl);

void demo (int arg) { JT0_BEGIN_ADDR
int (*f) (int); jmp <actionl>
(...
if (JTO_BEGIN_ADDR <= f < JTO_END_ADDR)
f(arg); jmp <action2>
else JT0_END_ADDR
panic();
} (b) Memory region containing the jump table for

functions with prototype int (*) (int).

(a) A basic indirect function call. The higlighted
code on lines 8, 10 and 11 shows the check added
by LLVM-CFL

Figure 2.2 — An example of how LLVM-CFI instrument the code to check the validity of the
indirect function call. Figure 2.2a shows a code snippet augmented with the check and
Figure 2.2b shows the associated jump table generated by the compiler. In this example, if the
attackers manage to corrupt the function pointer before the call on line 8, they can only redirect
the control-flow to either the function action1 or action2, otherwise the kernel will panic.

Now, a concern that one can have regarding the way LLVM-CFI creates the function classes
if that the size of each class can become large if the prototype is often used in the kernel. In-
deed, some prototypes such as void (x) (void) or int (x) (void) are very basic and thus very
common throughout the code. To give concrete metrics on how much the attack surface is
reduced using CFI, in the Android kernel (which is based on Linux), 80% of the indirect calls
site are restricted to less than 20 targets (i.e 20 functions or less are present in the jump table of
the function prototype used at each call site), but 7% of the indirect calls have more than 100
targets available [12]. Although there exists techniques such as control-flow bending [8] to mount
powerful control-flow hijack attacks that stays inside the CFG, in this work we do not focus on
assessing the security of LLVM-CFI but rather the general effectiveness of a protection that would
prevent all kind of control-flow hijack attacks. Thus, we perform our analysis by assuming that
the control-flow of the kernel cannot be subverted at all.

Finally, note that CFI is currently not merged in the mainline Linux kernel but is already
deployed in large-scale production operating systems, as it is for example enabled by default on
Android starting from Google’s Pixel 3 device [12]. At the time of writing, most of the required
components for mainlining CFI support in the kernel have been merged [24], so it should not be
long before we see CFI deployed by default.
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void spawn_privileged_shell(void) {
int is_admin = O0;
char username [32];
char password[32];

scanf ("%s:%s", &username, &password);
(...) // Perform permission check on username/password and set is_admin
if (is_admin)
execve ("/bin/sh", NULL, NULL); // Spawn the shell
}

Listing 2.3 — This function is vulnerable to a data-only attack: when asking for the username and
password, it does not correctly check the sizes of the inputs. Thus, when given a sufficently large
username, scanf will write after the bounds of the username variable, which leads to a stack
out-of-bounds write. Moreover, by writing past this buffer, the variable is_admin will get
corrupted and later, at line 8, if this permission variable is set to anything different to 0, the
program will spawn a shell. Thus, the attackers can have arbitrary code execution with this
vulnerable software without knowing the administrator password and without hijacking the
control-flow.

2.4.3 Data-Only Attacks

Although Control-Flow Integrity protects the software from the corruption of control data, it
still leaves the remaining data used in the program unprotected. For example, local variables
or data pointers can still be corrupted by an attacker without being detected by this mitigation.
Then, depending on the software, these data might contain sensitive information such as access
controls description, permissions or any variables that could let the attackers execute unwanted
privileged actions if they get corrupted. An example of a code snippet vulnerable to a data-only
privilege escalation attack is shown in Listing 2.3. Although the applicability of such technique
on real-world application seems to be less likely than standard control-flow hijacking attacks,
it has been showed [9] that many commonly used user-space application such as SSH, FTP or
HTTP servers could be vulnerable to data-only attacks.

On the kernel side, these attacks are even more concerning due to the quantity of sensitive
tasks it has to handle and the data related to them. Hence, assuming a threat model as strong
as the one CFI designs in user-space do (i.e the attackers have control over the whole data
memory) is not really applicable in the real-world as this would provide easy ways to bypass
CFI. For example, Davi et al. [13] demonstrated a data-only attack that overwrites page table
entries to later modify the kernel code in memory and remove the checks added by CFI, which
effectively disable the mechanism completely. Indeed, the page tables are stored in kernel space
and they take care of defining the memory permissions, such as which regions are readable,
writable or executable. Tampering this data structure then allows attackers to define the memory
region containing the kernel code as writable and modify it. In their work, this attack acts as
a motivation to PT-Rand, a defense mechanism developed by the authors that protects page
tables. However, it is not clear if protecting this data structure is enough to prevent attacks; for
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example, the attack we explained in subsection 2.3.2 can also be performed by this powerful
attacker using a data-only attack: the credential structure of the current process is located by
scanning the whole data memory space and corrupted in a way that simulates the calls to
the prepare_kernel_cred and commit_creds function. This way, the attackers achieve the same
privilege escalation without having to hijack the control-flow of the kernel, bypassing at the same
time the CFI protections. With this in mind, some mitigations such as PrivGuard [29] identify
several sensitive data structures in the kernel (including the credential structure in this case)
and propose a protection to prevent the corruption of these important objects. However, this
still does not answer the question on whether every sensitive structures have been found or
if there is still room for attackers to corrupt data and gain privilege escalation. In other words,
there is no proof that these workd have completely listed all the sensitive object in the kernel.
Other works also tried to come up with more generic protections, for example by using data-flow
integrity, which is similar to control-flow integrity but applied to data: a data-flow graph is built,
and its integrity is preserved at run-time to ensure that attackers cannot corrupt other variables
when a memory corruption vulnerability is present in the kernel. However, to our knowledge no
such mechanism imposes an overhead low enough so that it could be implemented and used in
practice in the kernel.

Similar to the present work, Federico Manuel Bento published in 2019 his thesis [14] in
which he also did an analysis of the effectiveness of CFI in the kernel. Although the CFI scheme
he analyzed is not LLVM-CFI but Reuse Attack Protector (RAP) from the PaX Team, the two
schemes are very similar in essence (they both use prototype-based classes for the forward
edges protections) and mostly differ on the implementation side. Moreover, he also assumes
the end of code reuse attacks and presents different data-only attacks one could use to get
privilege escalation in the kernel. To do this, he considers a powerful attacker (that has access to
an arbitrary read and write primitive) and demonstrate the attacks using a kernel debugger to
simulate such an attacker. However, it is not clear if the memory corruptions usually found in
the kernel gives such capabilities to an attacker, which raises the question on whether having
arbitrary control over the whole memory is a reasonable threat model. This observation motivates
the use of real bugs and vulnerabilities for our analysis to make sure that the threat model we
consider is compatible with real-world scenarios.
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Chapter 3

Method

As stated in the introduction, we want to analyze how effective CFI in the Linux kernel is at
blocking the attacks performed on memory corruption vulnerabilities. Our threat model is then
a local attacker that seeks to elevate its privileges (disable security protections, get administrator
access to the system, .. .) by using such a bug. We assume the standard hardening features such
as SMAP/SMEDP NX and so on are. However, we assume that KASLR is disabled as it can usually be
bypassed using another vulnerability (see subsection 2.3.2). Now, as we want to base our analysis
on concrete situations, we basically have two approaches to gather the necessary material: we
can either use existing vulnerabilities that have a public exploit available check if CFI would
prevent the attack, or collect kernel bugs and assess their exploitability with and without CFI.
Here, we chose to do both methods: the first one is interesting as it gives the possibility to see
how CFI cope with vulnerabilities which pose a proven threat as their exploitability is confirmed,
however the number of existing public exploits on recent kernels is not sufficient to have a
significant data set. Thus, the second method is necessary to have reliable result numbers, even if
the work that has to be done is more important. In this chapter, we will then explain the method
we followed to collect and analyze a large quantity of bugs present on a specific kernel version,
as well as the different existing vulnerabilities we chose to work on.

3.1 Analyzing bugs in the Linux kernel

A technique which is very effective at finding bugs in large code bases is fuzzing: it consists
of continuously sending (pseudo-)random inputs to a software until one of them hits a bug
and crashes the program. Fuzzing does not require to understand the inner working of the test
subject, as giving a description of the program interface is enough to start generating and feeding
inputs. Otherwise, more conventional methods such as manually writing units tests are far more
time-consuming. For our analyze, we use the Syzkaller [17] fuzzer as it is the state-of-the-art in
Linux kernel fuzzing: currently, Syzkaller has reported more than 4000 bugs and 3000 of them
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are now fixed in the mainline kernel version [34]. Moreover, continuously running instances
of Syzkaller are maintained by Google and can be consulted through a web interface called
Syzbot [34], which is convenient in our case as we can directly use the bugs found by this system
instead of having to run our own instance for a while.

For our analysis, we filtered the list of bugs that Syzbot outputs to only focus on the fixed bugs
found in Linux 4.19!. Keeping only the fixed bugs allows us to remove the false positive from the
list and to have access to the patch that fixed the bug, which is a precious help when trying to
understand the bug more deeply. Also, restricting our data set to a specific Linux version ensures
that the analysis is consistent throughout the bugs, as the set of mitigations and protections is
not the same across the different Linux releases and the exploitability of a bug could then vary.
Then, for each bug, we first check if it is vulnerable to a data-only attack: if it is the case, CFI
cannot prevent the exploitation of this bug. If it is not the case, we check if it is vulnerable to a
control-flow hijack attack: in this case, CFI is useful and would make the exploitation harder or
unfeasible. Finally, if no attack is found, we classify the bug as unexploitable. It is also important
to note that Syzkaller runs as a privileged process when fuzzing the kernel, so the bugs that it
founds may not be triggerable by unprivileged attackers. Thus, we additionally classify each bug
in one of the following category: unprivileged (any user on the machine can trigger the bug),
privileged setup (some privileged steps such as mounting a specific file system are required but
the steps that actually trigger the bug can be executed by any user) or privileged (every step
requires higher privileges such as an administrator account). Note that privileged bugs can still
be useful to attackers: for example, there are scenarios in which a user is administrator but does
not have full access to the system, such as when seccomp [30] is restricting the number of system
calls the user can actually use. Now, Syzkaller enables several debug options and sanitizers in
the kernel configuration to help at finding more bugs, so the list contains different bug types
which depend on the assertion that triggered the crash. For example, the Kernel Address Sanitizer
(KASAN) [35] is enabled and track different memory errors such as use-after-frees or out-of-
bounds writes. Thus, we present now the methodology we used to classify each bug type present
in the list of bugs.

3.1.1 Heap out-of-bounds write

These bugs happen when the kernel writes outside of the bounds of a heap allocated object, such
as a buffer or a structure. The main approach to exploit them is by manipulating the memory
layout to overwrite sensitive data in neighboring structures. Thus, the two main steps to decide
on their exploitability are to first find out the characteristics of the out-of-bound write, and then
find a target in memory which is compatible with them. For the first step, the bugs are mainly
found thanks to the KASAN sanitizer: when such an error is found, a report is produced by the
tool with detailed information, such as the function call stack trace that lead to the out-of-bounds

'Note that as Syzbot is continuously finding new bugs, we used the list of bugs as it was the 14th of October 2020
at 6:02pm (GMT +2) so that we could work on a frozen data set.
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write, the size of the written content, and so on. Using this report and any other helpful resources
like the description of the patch that fixed the bug or the concerned kernel code hunk, we collect
the capabilities of the bug, which are all the properties that characterize it. For an out-of-bounds
write, these are essentially the offset at which the write begin (i.e, how far from the vulnerable
object does is start), its length and its content. Most of the times these values are dynamic (they
depend on the context) and we have to understand if the attackers can influence them or even
control them completely. The more control the attackers have on the capabilities of the bug, the
more powerful the resulting primitive is. Unfortunately, this information is not given by Syzkaller
or the sanitizer, so the work has to be done manually by reading and analyzing the kernel source
code.

We now have to determine if there exists a compatible target in memory: indeed, if the
primitive is very restricted (for example the bug only allows to write one byte with value 0) the
amount of targets that could be corrupted to get an interesting outcome will be very limited. To
this end, we now give several examples of interesting objects present in the kernel heap that give
a variety of choices depending on the primitive. They have either be found due to their common
use in kernel exploitation, or by manually looking at the source code.

Credentials As presented in subsection 2.3.2, the credential structure (struct cred) stores the
privilege level of the current process. The first interesting field is the ID of the user owning
the process: overwriting this value with 0 raises the process to administrator privileges
as root, the system account in Linux, has ID 0. The credential structure also stores the
capabilities of the process, which define a subset of administrator privileges a process
is allowed to have. For example, by maliciously adding the capability CAP_SYS_MODULE to
the current process, an attacker can then load its own module in the kernel and execute
arbitrary code in that environment.

Page tables Page tables are also stored in the heap, and they describe the properties (executable,
writable and readable) of the address space for each process. Modifying this structure can
then for example give the attackers the right to modify the kernel code and hence execute
arbitrary code.

Process metadata In Linux, each process has a corresponding struct task_struct object allo-
cated at its creation, which contains the metadata necessary to the process management.
Therefore, it contains several fields that are interesting to corrupt: a pointer to the cre-
dential of the process that can be swapped with the credential of a process with more
privileges, the limit between the user-space and kernel-space memory regions for this
specific process (see subsection 4.2.1 for an example of how to abuse from this variable),
or even data related to kernel mitigations (such as seccomp).

File system Most of the structures that deal with the underlying file system of the machine are
stored in the heap: for example, the kernel maintain a cache of data chunks read from
the disks (the Page Cache). By corrupting this cache, attackers can directly modify files
as if they had write access to the file system, which they could use to modify privileged
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executable. Also, the kernel parses different sensitive information about the structure of the
file system and stores them in different objects: one of them is the struct inode structure
which contains the permission of each file (i.e who is allowed to read, write or execute it, if
the file has to be executed on behalf of the root user, . . .). There are also object that store
directories structure, and so on. Again, tampering these metadata could let the attackers
execute their malicious executable with administrator privileges.

If this is not enough, another possibility is to try improving the capabilities of the bug by
creating another vulnerability in the kernel: for example, if a structure stores an array and its
associated length at the same place, one can try to overwrite the size field to create an artificial
out-of-bounds memory error. In the same idea, the Linux kernel uses references counting on
some object, which allows it to keep track of the number of places the object is used. When the
reference count drops to zero, the object is automatically freed. Thus, by tampering this field
to force the object release, the attackers can create an artificial use-after-free later in the kernel
execution. Another interesting possibility is to target linked-lists: these are frequently used in the
kernel and by corrupting the pointers to the previous and next element in the list, an attacker
can get a nice arbitrary write primitive in kernel memory. The subsection 4.2.3 gives a detailed
example of how it is done in practice. Now, having arbitrary read or write in the kernel is very
powerful as it allows reaching targets that are outside of the kernel heap. We can for example
tamper sensitive variables in the global symbols of the kernel, stored at fixed locations in the
data section (right after the kernel code in memory). We list here some examples of such targets:

User-mode helpers The kernel stores several paths pointing to user-space executable that are
started with root privileges when it wants to delegate some choices to the system admin-
istrator: for example, when a file system with an unknown format is detected, the kernel
executes one of these helpers which then has the mission of loading the correct module
into the kernel to handle to new file system format. Thus, replacing the path to this helper
with the path of a malicious executable gives the attacker a way to start its payload with
high privileges. Examples of this attack are shown in subsection 4.2.1 and subsection 4.2.3.

Mitigations With access to the kernel data section, we can toggle the flags of some Linux security
modules, such as SELinux, a protection mechanism that manages access controls to the
applications, files or processes of a system. This module is configured by writing security
policies and is used by system administrators to precisely define the level of security they
want. Here, an attacker could disable this mitigation to perform unauthorized actions on
the system.

Process metadata The struct task_struct of the very first process started on the system is
stored as a global symbol. As every other processes on the system are children of this
task and as the list of children struct task_struct is stored in this object, it is possible
to navigate through the tree of processes to locate the attacker process and tamper the
interesting fields described below.
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struct typel {
struct type2 *layerl;
3

struct type2 {
void (*action) (void);

};

void example(void) {
struct typel *vuln_object;
(...) // vuln_object is incorrectly freed
vuln_object ->layerl->action(); // Use-after-free access
C...)
}

Listing 3.1 — An nested function pointer example. Here, struct type2 is nested in struct typel

by reference. Then, during the execution of the program, if a use-after-free error happen after

the allocation of the object and the attackers can control the content of vuln_object, they can

replace the layer1 pointer with a pointer to a user-controller memory region that counterfeits a

struct type2 object with a malicious function pointer. By doing so, the attackers successfully
hijack the control-flow.

If a target that matches the bug capabilities is found, we classify the bug as vulnerable to a
data-only attack, thus bypassing CFI. Otherwise, we fall back at trying a control-flow hijack attack,
so we do the same steps as before but this time looking for an object in memory containing a
function pointer which can be reached by our primitive. Note that we also consider as exploitable
function pointers that are indirectly stored in the vulnerable object, which means they are
accessed through several nested structures (see Listing 3.1). Indeed, with techniques such as
ret2dir [21], attackers can modify the pointer to the first nested structure and redirect it to a
user-controlled memory region? in which they counterfeit the nested structures layers. This way,
they can modify the function pointer at will. If we succeed in this research, we classify the bug as
vulnerable to a control-flow hijacking attack, as recent researches show that the process of going
from a control-flow hijacking primitive nto arbitrary code execution with privilege escalation
can be automated [38]. Otherwise, we classify the bug as unexploitable.

Note that we do not take the step of manipulating the memory layout into account in our
methodology. This step should indeed take place after we have found a target: the attackers have
to make the right system calls so that the targeted victim object is placed right after the vulnerable
object. However, as we previously explained, the heap memory allocation in the kernel follow a
deterministic pattern that can be abused to shape the heap at will. As in similar work [10], we
therefore assume that this step is almost always successful for a sufficiently motivated attacker.
Later, when describing the different data-only attacks we implemented, we will show several
advanced heap manipulation techniques that support this claim.

*Note that the user-space controlled memory region is not in user-space, as the SMAP mitigation prevents the
kernel from accessing it. Instead, the ret2dir technique leverages the use of the physmap region, which is a portion of
the address space that linearly maps the entire physical memory and is not subject to the same restriction as the
address space mapping the user-space. We give more details on the physmap in subsection 4.2.1.
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3.1.2 Heap out-of-bounds read

These bugs happen when the kernel reads outside of the bounds of a heap allocated object,
such as a buffer or a structure. Unfortunately, it is hard to give a precise methodology for these
cases, as the outcome of the bug will be highly dependent on the context in which it happens.
Usually, exploiting an out-of-bound read is hard as the value will typically be used for a regular
computation before being thrown away, but it could also be used in more sensitive operations:
suppose there is a function in the kernel that reads pointers in an array and releases them
one-by-one, which could be done by the cleaning function of a module when unloaded from
the kernel. If this function is not careful enough and reads past the bounds of the array, it will
read a value from a neighbor memory location and free it. Now, if an attacker manages to put an
object whose first field is a pointer to another heap allocated object right after the vulnerable
array, the function will free this object and create an artificial use-after-free, as the kernel did not
expect that object to be released. For this reason, each heap out-of-bound read as to be manually
examined using the kernel source code, the bug patch and Syzkaller debug outputs. If the bug
can then translate to another primitive, the corresponding methodology is used.

3.1.3 Use-after-free

These bugs happen when the kernel uses a heap allocated object (buffer, structure, .. .) that was
previously freed. Thus, the object was released at an incorrect point in time. Now, to analyze
the exploitability of such a bug, we assume a standard exploitation methodology: when the
vulnerable object is freed, the kernel memory is sprayed with objects whose content is user-
controlled. The goal is to place one of these objects at the same memory spot the vulnerable
object was allocated on. This leverages the fact that the SLAB Allocator and the Buddy Allocator
both serves memory chunk with a Last In, First Out (LIFO) policy, as they both maintain freeelists
to store the released memory hunks. Thus, by allocating objects of the same size as the vulnerable
object, one of them will eventually land on the targeted memory spot. Now, finding an object of
the good size for which the attacker can control the content is not a problem neither as universal
spray techniques that accommodate to small and large objects have already been presented [27].
With this in mind, we then assume that the step or re-allocating an attacker controlled object on
top of the vulnerable object almost always succeed for a sufficiently motivated attacker, and we
therefore do not take it into account in our analysis. In other words, we assume that we could
control the content of the vulnerable object as soon as the execution point at which Syzkaller
reports the use-after-free is reached.

Then, we consider two scenarios: either the vulnerable object is of sensitive nature, for
example if it is listed in the interesting objects presented in subsection 3.1.1. In this case, we
assume the bug to be exploitable as tampering the content of the object would directly give a
privilege escalation. If it is not the case, we look at improving the capabilities of our bug. Thus,
in the instructions following the one that triggered the use-after-free, we look if any interesting
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primitive is present, such as the free of a pointer stored in the vulnerable object, a deletion in a
list, a write to a data pointer, and so on as in the heap-out-of-bounds write methodology. Again,
if we find one of these we then classify the bug using the methodology of the augmented bug.
However, if we fail to do so, we assume the bug is not vulnerable to a data-only attack and we
now have to decide if a control-flow hijack attack could be executed with this bug. To do so,
we again start from the instruction that triggered the use-after-free and now look for a call to a
function pointer stored (directly or nested in deeper layer) in the vulnerable object. Now, if we
cannot find any function call on the path after the first use-after-free report, we estimate that the
bug is not exploitable.

3.1.4 Double free

These bugs happen when the kernel frees an object (buffer, structure, . . .) that was already freed
earlier. Usually, this type of bug is exploited by quickly reallocating a victim object at the same
memory location right after that the vulnerable object gets freed for the first time. This way,
when the second free happens, the kernel will free the victim object and create an artificial
user-after-free. The exploitation then follows the methodology of a use-after-free bug described
previously (reallocation with an attacker-controlled object, and so on). In other words, a double
free bugs gives an opportunity to choose an object on which we want to create an artificial
use-after-free. This object has to meet some constraints as having the same size as the vulnerable
object, but by the quantity of different objects that exist in the kernel and the variety of primitives
this could in turn give, we assume that finding a victim object for which a data-only attack exists
is almost always possible for a motivated attacker, and we therefore classify the double free bugs
as exploitable with a data-only attack.

3.1.5 Warnings, debug information, deadlocks and others

Syzkaller also triggers reports for other reasons, such as assertions that are violated in the code,
or deadlocks detection. For these more specific cases, it is necessary to manually inspect to code
to see if a more complex bug is present. However, most of the time these bugs are not related to
memory corruption errors and are classified as unexploitable. If it is not the case, the underlying
bug is classified according to the appropriate methodology among the ones presented above.

3.2 Practical data-only exploitations

For the present thesis, we also implement three data-only attacks that use real bugs in the kernel.
The first one is a bug taken from our classification: due to the huge amount of time it would
take to actually create proof-of-concept attacks for each of the classified bugs from our list, we
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instead had to use the methodology we described above to do the classification in a reasonable
amount of time. Thus, we implement one data-only attack from scratch to support the reliability
of the analysis. In order to choose the bug we would build the attack for impartially, we followed
the following steps: first, we sorted the list of exploitable bugs by the ID of the patch that fix them.
Then, we selected the first bug from the unprivileged category that was not due to a race as our
candidate for the attack. We restricted our choice to the unprivileged bugs to produce an exploit
in which an unprivileged local attacker gains access to the root system account, as this kind of
exploits are the most popular in kernel exploitation and therefore represent well the goals of
a typical attacker. Also, we eliminate the bugs that require a race condition to be triggered as
their inherent probabilistic nature make the exploit development time much larger, so for timing
reasons we only keep the bugs that can be deterministically triggered.

The two other attacks we implement use existing vulnerabilities: we selected two public
exploits that use control-flow hijacking to elevate the attacker privileges. We choose to work on
bugs of different natures that represent the majority of kernel memory errors: a heap out-of-
bounds write and a user-after-free. Also, we restricted our selection to exploits that have public
write-ups available and are implemented on modern kernel versions. As the quantity of public
exploits that correspond to these criteria is small, we found Google Project Zero exploitation
of CVE-2017-7308 [4] and LEXFO exploitation of CVE-2017-11176 [26] to be good candidates.
The idea is to revisit these two exploits to reach the same goal (take over the system with root
privileges) but using data-only attacks in order to show the similar power of these techniques.
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Chapter 4

Results

4.1 Classification

The complete list of bugs as extracted from Syzbot contains 102 bugs. Among these 102 bugs,
we classify 86 bugs as being non-exploitable according to our methodology. On the remaining
ones, 13 are classified as exploitable using a data-only attack, while 3 are classified as exploitable
only with control-flow hijack techniques (see Table 4.1). Thus, over 16 exploitable bugs, we
think that Control-Flow Integrity is effective against 3 of them. We also computed the size of
the function class at the vulnerability point of each of these 3 bugs, which mean that assuming
prototype-based CFI is used (as LLVM-CFI does), we look at the function call at which we think
the attackers would be able to corrupt the pointer and see how many functions addresses could
be substituted there according to the Control-Flow Graph. For the 3 bugs, we found classes sizes
of respectively 1, 9, and 396. A class size of 1 basically means the function pointer used during
the call is the only one allowed; however, a class size of 396 leaves a lot of attack surface to the
attackers. We also computed different statistics, such as the distribution of bug types among the
exploitable set (Table 4.2) and their required privilege level (Table 4.3). These results are further
discussed in chapter 5.

Bug exploitability | Attack type | Count
. Data-only 13
Exploitable Control-flow hijack only 3
Non-exploitable 86
Total 102

Table 4.1 — Distribution of attack types
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Type | Count

Level | Count
Use-after-free 11 —
Unprivileged 7
Doube-free 2 —
: Privileged setup 5
Heap out-of-bounds write 2 Privileced 2
Heap out-of-bounds read 1 &
Table 4.2 — Distribution of bug types Table 4.3 — Distribution of privilege levels

4.2 Attacks implementation

We now describe the three different data-only attack we implemented. We first describe the
one we created from scratch to give the full picture of a kernel exploitation example. We then
explain how we used the Syzkaller outputs to have a minimal bug reproducer, how we improved
its capabilities to get arbitrary read and write in the kernel and finally how we elevated our
privileges. Then, we describe the two existing exploits we revisited by first giving an explanation
about the bug as well, the exploitation method used by the original exploit authors and finally
how we adapted the exploit to get to the same result but using data-only techniques.

4.2.1 End-to-end exploitation of bug 557d015f

The selected bug has ID 557d015f on Syzbot [20]. It is triggered on a Linux 4.19.108 kernel, but the
bug is also present on other versions: the last production kernel vulnerable to this bug is Linux
5.5.13. Note that the attack we describe here has been implemented and tested on both versions,
and to the best of our knowledge, no other public exploits for this bug were released at the
time of writing. The bug is accessible to unprivileged users on kernels that permit unprivileged
namespaces', which is the case for several major distributions, such as Ubuntu. Finally, we
assume here that every common mitigations (including KASLR) are enabled.

Now, the fuzzer outputs several interesting information on the bug: the crash report, the links
to the patch that fixes the bug and to the commit that introduced the bug in the kernel, and a
reproducer (automatically generated in syzlang, the Syzkaller system calls description language,
and in C). From the report, we know that the bug is an heap out-of-bounds write of size 16 bytes.
More precisely, the victim is allocated with the SLAB allocator, so this is a slab out-of-bounds
write. However, we will see later that depending on some parameters, the vulnerable object
can also be forced to be allocated from the Buddy Allocator. The C reproducer is also a good
starting point to begin understanding the bug, but unfortunately as Syzkaller automatically
converts syzlang reproducer to its C equivalent, the program is not easily understandable for

'Namespaces is a Linux feature that allows giving to some processes their own isolated instance of a specific
resource. For example, a user namespace allows creating an isolated environments in which a process has full
privileges while ensuring it cannot impact the outside system. There, the process can see itself as root in the container,
but cannot execute privileged action outside of this context.
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// Allocate memory
mmap (0x20000000ul, ...);

*(uint64_t*)0x200002a8 =
*(uint32_t*)0x200002b0 = 0;

// Send it to a netlink socket
sendmsg (socket , 0x20000280ul, Oul);

x(uint64_t*)0x20000280 = 0; I struct msghdr hdr;
*(uint32_t*)0x20000288 = 0; 2 struct dovec 1o;
*(uint64_t*)0x20000290 = 0x20000180; $ // Structure imitialization
+(uint64_t*)0x20000180 = 0; 4 memset(&ydr, 0, §1zeothdr));
«(uint64_t*)0x20000188 = 0: 5 memsetF&lo, 0, sizeof (io));
*(uint64_t*)0x20000298 = 1; 6 // Assign values
*(uint64_t*)0x200002a0 = 0; 7 hdr.msg_iov = &io;

0; 8 hdr .msg_iovlen = 1;

9

// Send through socket
sendmsg (socket, &hdr, 0)

—
S

(b) Enhanced version

(a) Syzkaller version

Figure 4.1 — A transition from the raw reproducer to the simplified one: the two code snippets
are equivalent, but the second one is much easier for humans to understand.

humans. For example, instead of allocating structures and assigning values to the field as any
standard C source code, the Syzkaller reproducer allocates big memory chunks representing
these structures and assign values by directly accessing the memory chunks at the rights offsets.
Thus, the first step is to fall back to a more understandable reproducer by reverse engineering the
different memory offsets and values to match real structure types and real arguments (such as
recovering the flags names). An example conversion is shown in Figure 4.1. From this enhanced
reproducer, we learn that the bug is triggered using Netlink sockets, a kernel interface that allows
the exchanges of information between kernel-space and user-space. Processes can for example
use this interface to configure or get indications on various network subsystems, such as routing
tables or IPsec. Here, the socket is used to configure a network interface queuing discipline,
which manage how the packets are routed to other layers. It is used for traffic controlling, for
example to limit the throughput on a specific interface: this is done by adding a filter to the
queuing discipline that defines rules to match specific packets using conditions based on packets
attributes (such as the IPv4 packet header fields). Note that it is not required to understand
the inner details of the system to do the exploitation: here, we take advantage of the fact that
Syzkaller gives us an executable that triggers the bug to only understand how the attacker can
influence the different parameters of the bug and use it to perform the attack.

Now, to trigger the bug, the reproducer first starts by creating a Netlink socket. Then, it creates
a new queuing discipline on an existing interface with one particularity: it specifies a hash table
size, which is normally used to improve the performance of the filtering. More precisely, without
using a hash table, the kernel has to linearly check the packet against each filter until it finds
one that matches. For a large set of filters, this becomes unfeasible, so using a hash table allows
grouping the filters in buckets to reduce the lookup time. Once this is done, the reproducer
updates the parameters of the discipline it defined at creation time and increases the size of the
hash table. At this moment, an out-of-bounds write is reported. We now have to dig deeper in
the kernel source code to find the properties (content, offset and size) of the write the attacker
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controls.

Finding the bug capabilities

By looking at the vulnerable function pointed by the Syzkaller report, we see that the memory
corruption happens during the parameters change, in a function called tcindex_set_parms. In
fact, this function is called twice: once when the discipline is set up and a second time when the
parameters are updated using the Netlink socket. During its execution, the information related
to the hash table is stored in a variable named cp of type struct tcindex_data, which has the
following definition (an explanation of each field is given next to the field name):

struct tcindex_data {
struct tcindex_filter_result *perfect; // the hash table
u32 hash; // the user-defined hash table size
u32 alloc_hash; // the real (allocated) hash table size
(...) // other irrelevant fields

};

At the beginning of the function, the size of the hash table supplied by the user is stored in
cp->hash. Later, the hash table is allocated using that same size:

cp->perfect = kcalloc(cp->hash, sizeof(struct tcindex_filter_result), ...);

In kernel-space, kcalloc is the equivalent of the user-space calloc, which means that the hash
table is allocated as an array of cp->hash entries of type struct tcindex_filter_result. The
behavior of this allocation function is the following: if the size of the requested array is less than
2+« PAGE_SIZFE = 8129 bytes, it requests a memory chunk from the SLAB Allocator, which will
then put the array in one of the generic slabs. Otherwise, for larger arrays, the allocation method
will directly make its request to the Buddy Allocator by rounding the requested size up to the
next memory chunk order.

Now, the problem here is that if the allocation succeeded, the cp->alloc_hash field should
be updated with the newly allocated size. However, this is not done here, as it is shown by the
patch that fixed the bug: the assignment cp->alloc_hash = cp->hash is missing after the hash
table allocation. The cp-alloc_hash field will only be updated much later in the function, so
during a significant period it is executed with the wrong information. When the function is
run for the first time, this by chance does not cause any problem. Later, when the reproducer
changes the discipline parameters, it updates the hash table with a smaller size. It also gives
another parameter called handle whose importance will be apparent later. As before, the hash
table is re-allocated with kcalloc without assigning the new size to cp->alloc_hash, which then
still contains the old (bigger!) size. Later in the execution of the function, the out-of-bound is
reported by the sanitizer. If we look at the faulty instruction, we find out that an assignment to
one of the hash table entries is done:
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(cp->perfect + handle)->res = cr

Here, the handle variable is the user-controlled parameter given when updating the discipline
configuration. We see that if handle is set to a value larger than the size of the hash table (thus,
larger than cp->alloc_hash), the resulting pointer will be out-of-bound. Normally, the kernel
check the parameter validity before the assignment to prevent this scenario:

if (handle >= cp->alloc_hash)
goto errout_alloc;

However, remember that cp->alloc_hash still contain here the size of the old hash table,
which is bigger than the new one. Thus, as in this case the reproducer set handle such that
cp->hash < handle < cp->alloc_hash, the check passes but the kernel will write into an out-
of-bound entry ! This gives us a very nice versatile out-of-bounds write primitive: by changing
the size of the first hash table allocation, we can choose the upper limit of the handle parameter.
Also, by changing the size of the second hash table allocation, we can choose which allocator we
target: either one of the generic slabs or the Buddy Allocator. Finally, with the handle parameter,
we control how far from the beginning of the array we want to write; however, there are some
constraints: notice that this parameter select an entry in the array, not a byte offset. Thus, we are
restricted to choosing an offset which is a multiple of the size of an entry. In our case, an entry
is 104 bytes wide (i.e, the size of a struct tcindex_filter_result). Also, the assignment writes
to the res field, which is located at a 32 bytes offset inside the entry. In turn, we can begin our
out-of-bounds write 104 x handle + 32 bytes after the beginning of the vulnerable array.

Now, to understand what is the content of the write, we have to track down how the cr
variable is defined. It is first initialized as an empty object (i.e, all fields are set to zero) of type
struct tcf_result, which has the following definition:

struct tcf_result {
unsigned long class;
u32 classid;

};

This confirms the 16 bytes write size reported by the sanitizer: we indeed have 8 bytes for the
unsigned long, 4 bytes for the u32 (which is a 32-bits long unsigned type) and 4 bytes due to
the padding added by the structure alignment. The classid field can be set by the user: in our
case it is not done by the reproducer, but in the same way the hash table size and the handle are
specified, the classid is one of the configuration parameters too. Without going into the details,
when the discipline is created, an object called a class is created and attached to the discipline. It
is possible to have multiple classes, so each class has a unique class ID, which is the parameters
we can specify here. If we give the class ID of an existing class, the tcindex_set_parms will find
that class and stores the pointer to that object in the cr->class field. Otherwise, the field is left
untouched and stays null. As attackers, this is an important information as this increase the
capabilities of our primitive: instead of having the 8 first bytes of the structure filled with null
bytes, we can instead store a pointer in them. To do this, we need to find the class ID of the class
instantiated at the discipline creation. By looking at their initialization code, we find out how the
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ID is generated:

int i = 0x8000;
u32 classid = 0x80000000;
do {
classid += 0x10000;
if (lexists(classid)) // a free classid is found
break;
} while (--i > 0);

Thus, it simply starts from a fixed value and increase it with a constant increment until a free
classid is found, so the pattern it follows is deterministic and we can deduce the class ID we
target. Here, as the class of our discipline is the first created one, the loop does only one iteration.
Hence, its classid is equal to 0x80010000. Now, in our reproducer, if we set the classid to
0x800100000 too, the cr->class will be set to the pointer to the class, which will point somewhere
in the kernel heap as the class is dynamically allocated. To summarize, we have two options for
the write: we can either specifiy an arbitrary value in the classid parameter, in this case the
write is composed of 8 null bytes, followed by 4 bytes of our arbitrary value and finally 4 null
bytes again. Or we can set classid to 0x80010000 and in this case the write is composed of 8
bytes representing a pointer somewhere in the kernel heap, followed by 4 bytes containing the
value 0x80010000 and finally 4 null bytes. Now that we have a better view of the bug capabilities,
we have to find an appropriate target in the kernel memory.

Getting an (almost) arbitrary read and write primitive

In this exploit, we chose to target the struct task_struct object, more precisely its field
addr_limit. As we mentioned earlier, the struct task_struct object stores per-process meta-
data such as the file it opened, its permissions in the system, and so on. But before explaining
the reasons why we use this target, we first have to give a small reminder on the Linux kernel
memory layout [28], as addr_limit plays an important role there. Note that in the following
explanation, we assume a x86-64 architecture.

The pointers in Linux are not addresses that directly map the physical memory. Instead,
they span a virtual address space that allows making use of the huge range of addresses of-
fered by 64 bits pointers by dedicating parts of the virtual memory to specific purposes. For
example, the lower part of the address space (0x0000000000000000 - 0x00007FFFFFFFFFFF) is
reserved to the user-space, while the upper part (0xFFFF800000000000 - OxFFFFFFFFFFFFFFFF)
is used by the kernel-space. In this region, the kernels maps the different data it
need: for example, the kernel code is accessible through the virtual hunk located at
OxFFFFFFFF80000000 - OxFFFFFFFFOFFFFFFF. Now, the physmap is another interesting subpart
of the kernel memory region, as it linearly maps the whole available physical memory. It
starts at address 0xFFFF888000000000 and ends at OxFFFFC87FFFFFFFFF, so accessing the ad-
dress 0xFFFF888000000000 will directly points to the first physical address 0x0000000000000000.
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OxFFFFFFFFFFFFFFFF
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Kernel text mapping
Kernel heap
Physmap
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0x00007FFFFFFFFFFF Kernel code
User-space
0x0000000000000000

Figure 4.2 — Example of some interesting chunk in the kernel virtual address space and how they
map to the physical memory. The bold limit between user-space and kernel-space is the value at
which addr_limit is usually set. Note that the diagram is not at scale.

This is interesting as it means that some physical addresses have in fact two (alias) virtual
addresses: for example, the kernel code can either be accessed through its direct mapping or
through the physmap. In this context, the addr_limit field in the process metadata defines the
limit between the user-space and the kernel-space, so by default it is set to 0x00007FFFFFFFFFFF
(Figure 4.2). This variable is then used by the kernel to verify if the user passes valid pointers to
the system calls. More precisely, when the kernel has to exchange data with user-space, the user
process has to give pointers to the data it wants to transmit to the kernel space. For example,
when it wants to send data through a network socket, it gives the pointer to the data buffer to
the kernel, which will copy the data to kernel-space before sending them to the network. In the
opposite direction, when the process reads data from the network socket, it gives a pointer to an
empty buffer in user-space and the kernel will write the data received from the network in that
buffer. In each operation, the kernel verifies using addr_1imit that the pointers given by the user
process are indeed in user-space, otherwise it could give pointers in kernel-space, and the kernel
would leak/overwrite data in its own memory region. Now, we could wonder why this limit is a
per-process variable instead of being fixed, as the security impact is high. In fact, in often arises
that the kernel calls a function that is intended to be used on user-space data, but invoked here
on kernel-space addresses. For example, when the kernel itself wants to read from a file, the
kernel uses the same read function it would use when reading a file for a user space-process.
However, the checks are still present: as the function is intended to copy the file content into a
user-space buffer, invoking it with a kernel-space destination buffer triggers an error. Therefore,
in these cases, the kernel disable the check by raising temporarily the addr_limit variable.

Now, recall that one of the value written by our out-of-bounds primitive is a pointer some-
where in the kernel heap. Also, in the physical memory, the memory chunk allocated for the
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heap is stored after the kernel code and its static data (see Figure 4.2). Thus, if we manage to
overwrite addr_limit with this pointer, we will be able to invoke system calls with pointers to
the kernel code and data without triggering the sanity checks ! This is very powerful: this lets us
read and write arbitrary data to a part of the kernel memory.

Now, assuming that the addr_limit is indeed modified, how do we actually perform those
reads and writes ? Earlier, we mentioned that the kernel exchange data with user processes when
they want to communicate with the network, so this could be one usable primitive. However, a
similar but simpler alternative is to use a pipe. In the Linux kernel, pipes are used for (unidirec-
tional) interprocesses communication: the data written on one end of the pipe can be read from
the other end of the pipe. Under the hood, the kernel acts as the intermediary: it reads the data
written into pipe and copy them in the kernel space. Then, when a process reads data from the
pipe, the kernel copies the data to the user process buffer. A standard use of pipes could look as
follows:

int ends[2]; // The pipe file descriptors

char datal[]l = "hello"; // The message to transmit

pipe(ends) ;

// From now on, ends[1] is for writing and ends[0] for reading
write(ends[1], data, 6);

// At the other end, the process allocates a buffer and reads from the pipe
char buf [6];

read (ends [0], buf, 6);

// From now on, buf contains the string "hello"

Here, at the beginning of the write system call, the kernel checks that &data < addr_limit.A
similar check is performed for read. Thus, if addr_limit is increased due to the corruption, a
process can leak kernel memory with the following construction (note that the address of the
buffer the kernel has to read from is replaced by a kernel address):

int ends[2];

pipe (ends) ;

write (ends [1], KERNEL_MEMORY_ADDRESS , 32);

// The kernel copies 32 bytes from KERNEL_MEMORY_ADDRESS to a temporary buffer

char buf [32];

read (ends [0], buf, 32); // When the process reads from the pipe, it leaks kernel<
data

Similarly, a process can write data to a kernel address (note that here, the address of the buffer
the kernel has to read to is replaced by a kernel address):
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int ends[2];

char payload[32] = "MALICIOUS PAYLOAD";

pipe (ends);

write (ends[1], payload, 32);

// The kernel copies the payload to a temporary buffer

read (ends [0] , KERNEL_MEMORY_ADDRESS , 32); // When the process reads from the pipe,<+
the kernel will write the 32 bytes to the kernel address

With these two primitives, we will be able to overwrite kernel static data to elevate our privileges.
But first, we need to actually overwrite the addr_limit of a process.

Heap memory shaping

To do this, we need to shape the kernel heap so that the struct task_struct of a process we
control is adjacent to an array vulnerable to the out-of-bounds bug. In this way, with the correct
parameters, the out-of-bounds write will reach the addr_limit field of the structure and corrupt
it. Now, a struct task_struct is allocated each time a new process is created: the kernel stores
them in a dedicated cache whose slabs contain 8 slots each. As the structure is 3776 bytes wide,
the slabs use memory chunks of order 3 (as 2% x 4096 = 32768 bytes is the nearest size of memory
chunks that can hold 8 x 3776 = 30208 bytes). For its part, recall that the vulnerable array has a
variable size that we control. For example, by choosing a hash table of 315 entries, the kernel
will allocate 104 x 315 = 32760 bytes (i.e, the size of an entry times 315) using kmalloc, which
in turn will ask the Buddy Allocator for a chunk of order 3, as this is the closest memory chunk
size that can store that many bytes. Now, we could think about the following idea to get the two
allocations side by side: we want to leverage the fact that the Buddy Allocator can split memory
chunks in half to serve requests, which ensures that they are adjacent in memory. Thus, we first
want to empty the Buddy Allocator freelist of order 3, by forcing the kernel to allocate a lot of
structures of that size. Then, we trigger the allocation of the vulnerable array, and as the freelist
of order 3 is empty, the Buddy Allocator will split a chunk of order 4 in two and return the first
one, which will then store the vulnerable table. Finally, we create a lot of new process to force
the allocation of several struct task_struct: their dedicated cache will eventually be full and
will request a new hunk of order 3 to the Buddy Allocator, which will return the second half of
the previous order 4 chunk. The new slab is then stored on that chunk. Thus, at the end of the
operation, the slab is adjacent to the vulnerable array. It just remains to trigger the out-of-bounds
bug to overwrite one of the neighboring struct task_struct.

However, this method requires us to solve two small difficulties: first, recall that we have a
constraint on the offset at which we can write our pointer: it starts 104 * index + 32 bytes after
the beginning of the vulnerable array, with index being attacker-controlled. Here, the field that
we want to target inside the struct task_struct, addr_field, is located at a 2840 bytes offset
inside the structure. Thus, the correct arguments to our out-of-bound primitive are computed by
solving the following equation for index and i: 104 * index + 32 = 23 % 4096 + i * 3776 + 2840, €
[0,7]. Indeed, we want our write to first skip the whole vulnerable array (+23 x 4096) and then

36



overwrite the addr_limit field (42840) of one of the eight struct task_struct stored in the
slab (4 % 3776). The solution to that equation is index = 451,i = 3, so we will overwrite the
fourth struct task_struct presentin the victim slab. Thus, to summarize, the parameters given
through the Netlink are the following: for the first hash table size, we give a huge value so that are
out-of-bounds offset is not bounded, so for example 8000 is fine. For the second hash table size,
we want to target the same chunk size order as the struct task_struct slabs, so we set it to 315.
Finally, we set the handle parameter to 451 (= index) as it defines the out-of-bounds entry at
which the write is done.

The second difficulty resides in the fact that in our method, we first allocate the vulnerable
array, then the new struct task_struct slab and finally we trigger the bug. However, this is not
feasible with our bug: recall that the out-of-bound write is done right after the table is allocated,
so we do not have enough time in-between to allocate the new slab. The trick we will use here
is to first allocate a placeholder object that will save the memory spot in which we want the
vulnerable array to be. Thus, for a moment, we will have the placeholder object adjacent to
the struct task_struct slab in memory. Then, we will quickly release the placeholder object
and allocate the vulnerable array. As the Buddy Allocator serves the memory chunks with a
LIFO policy, we will get back the same memory spot and our vulnerable array will be located
right before the victim slab. This way, when the out-of-bounds write is triggered, the memory
is already correctly shaped. Note that for our method we need to force the kernel allocating
objects with a specific size: first when we exhaust the Buddy Allocator freelist and then when
allocate the placeholder object. We then need to find how to allocate an object in the kernel
with that matches the following constraints: 1) the object can be easily allocated and freed using
two separates system calls, this way we can choose the lifetime of the allocation, 2) the other
objects allocated by the system calls (called side effects) should be as few as possible to prevent
influencing the memory layout and 3) the number of distinct allocations we can force is not
or very slightly bounded, so we do not have a limit when spraying the memory with a lot of
objects. Here, the objects we choose to use are networks sockets with ring bujfers?, as they give
a nice primitive to allocate and free memory chunks at will, with the sizes we decide. Now, to
summarize, here are the main steps of the heap memory shaping:

1. We create a lot of ring buffers whose sizes correspond to a memory chunk of order 3. This
drains the Buddy Allocator freelist of order 3 until it gets empty.

2. We create one more ring buffer, called the placeholder object, which is also allocated using
a memory chunk of order 3. As the corresponding freelist is empty, the allocator breaks a
memory chunk of order 4 in half and the first part is used to store the dummy object. The
other half is stored in the freelist of order 3.

ZRing buffers are an optimization that allows reading and writing to a socket faster than the traditional way: instead
of using the read and write system calls, the user process can exchange data using a buffer (the ring buffer) shared
between kernel-space and user-space. At the creation of the socket, the users choose the size of the ring buffer they
want to use, and the kernel allocates it through the Buddy Allocator. When the socket is closed, the memory chunk is
released.
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3. We then create a lot of new processes: for each newly created process, the kernel requests a
slot from the cache storing the struct task_struct structures. After a while, all the free
slots are used and the cache has to create a new slab: it requests a new memory chunk of
order 3, which is served from the freelist of order 3 and corresponds to the second half of
the memory chunk of order 4 split earlier. At this point, the placeholder object is adjacent
to the newly created slab.

4. We release the placeholder object by closing the corresponding packet socket. The memory
chunk used to store the ring buffer is placed in the freelist of order 3.

5. We now trigger the bug: the vulnerable array (the hash table) is allocated, so the kernel
requests a memory chunk of order 3 and the allocator returns the one we just released.
At this point, the vulnerable array is adjacent to the struct task_struct slab in memory.
Right after, the out-of-bounds write is triggered, and the addr_limit field of one of the
process is overwritten.

Privileges escalation

Now, recall that with the tampered addr_limit, we have access to the kernel data region in
memory. We then have to find a global variable that will give us a way to increase our privileges.
Here, we choose to tamper the core pattern kernel parameter: in Linux, it is possible to send
signals to processes to trigger specific actions. For example, one can pause or terminate a process
by sending to corresponding signal. Also, some signals cause the process to exit and produce
a core dump, which is a file containing the image of the process memory. This is useful for
developers who wish to debug crashes in their program: this image can be loaded in a debugger
such as gdb [15] to inspect the state of the program when it received the signal. For example, one
such signal is SIGSEGV, sent when a process access to an invalid memory address. By default,
the name of the produced file is core, but system administrators can change this behavior by
changing the core pattern parameter, which is in practice done by writing the filename they
wantin the file /proc/sys/kernel/core_pattern. In addition, this filename can contain different
specifiers, for example a name such as core-Jt appends the date of the crash to the filename.
Core pattern also support piping the resulting memory image directly to an executable: in this
case, the administrator can specify a name such as | /path/to/exec and when a crash occurs,
the kernel executes the exec programs and transmits the whole process memory image to this
new instance. The important detail here is that the kernel starts the executable under the root
account, so the process has full privileges on the system. Our goal is then to overwrite this core
pattern parameter and set it so that core dumps are piped to a malicious executable we created.
This way, the kernel will start on instance of our program with full privileges.

Of course, we cannot write directly into /proc/sys/kernel/core_pattern, as this action is
restricted to privileged users. Instead, we have to corrupt its value in kernel memory. In fact, this
file is not a traditional file, it is a pseudo file created at boot by the kernel: this means that when a
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user writes or reads from this file, the kernel intercepts the calls and takes the appropriate actions.
In this case, when writing to /proc/sys/kernel/core_pattern, the kernel stores the value to a
global variable call core_pattern. We can easily find the address of this variable by reading the
/boot/System.map file, which lists every symbol in the kernel (functions, global variables, .. .)
with their respective address.

$ cat /boot/System.map | grep core_pattern
fffff£f£ff82b21800 D core_pattern

As these data are statically allocated, their location inside the kernel text will not change across
reboots. However, note that this address is part of the virtual address space slots that maps the
kernel text (Figure 4.2); however with our corrupted addr_limit we can only reach part of the
physmap. This address is then in an inaccessible spot for now. Thus, we have to compute the alias
address of core_pattern in the physmap: we first compute its offset from the beginning of the
physical memory (OxFFFFFFFF82B21800 - OxFFFFFFFF80000000 = 0x2B21800). As the physmap
maps the entire physical memory, we then just have to add this offset to the address of the begin-
ning of the physmap (0x2B21800 + 0xFFFF888000000000 = 0xFFFF888002B21800). We can now
build an arbitrary write using the pipe technique described earlier and overwrite the memory
region at OxFFFF888002B21800 with | /tmp/payload. We then place our malicious executable in
the /tmp folder, creates a new dummy process and send the SIGSEGV to it. At this moment, the
kernel starts our malicious payload with root privileges.

Breaking KASLR

Now, on modern kernels, the address of the core_pattern symbol is in fact not fixed across
reboot as Linux implements KASLR, which randomizes the location of different elements in the
kernel memory at boot time. In total, it randomizes six different memory regions location [37],
but in our case only two of them impact our attack: the first one is the location of the kernel text
in the physical memory. Normally, the kernel text is loaded at address 0x1000000, but KASLR
adds a 2MB-aligned offset to the load address. The second one is the beginning of the physmap:
here, KASLR adds a 1GB-aligned offset [25]. However, by building an arbitrary read using the pipe
technique, finding the two offsets is feasible: first, we compute the physmap offset by probing
every address starting from 0xFFFF888000000000 with an increment of 0x40000000 (1GB). Each
address probed before reaching the physmap is not mapped in the virtual address space: thus, the
read call fails when trying to read from one of these. At the first successful read, we then hit the
first mapped address from the physmap, so we have found the first offset (PHYSMAP_OFFSET). Then,
in order to find the KASLR offset of the kernel image, we continue to probe from this address but
this time using an increment of 0x200000 (2MB). Here, all the addresses are mapped in memory,
so instead we read a few bytes at each read call, and we check if the bytes correspond to the
bytes of the beginning of the kernel code (note that these bytes can be computed beforehand
by looking at the binary kernel image). Once we have found a matching sequence, we have
the second offset (KERNEL_OFFSET). The final address of the core_pattern symbol then becomes
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0xFFFF888002B21800 + PHYSMAP_OFFSET + KERNEL_OFFSET and we can overwrite it as described
above.

4.2.2 Revisiting CVE-2017-7308

This bug was present in the kernel since 2011. It has not been found (at least publicly) until
2017 when Andrey Konovalov, a member of the Google Project Zero security team, triggered it
while fuzzing the kernel using Syzkaller. The author provides an extensive explanation of the bug,
as well as the exploit he wrote to gain root privileges on a Linux 4.8.0 kernel with all common
mitigations enabled, and unprivileged namespaces authorized. The bug is due to a signedness
issue, which in turn leads to a heap buffer out-of-bounds write. More precisely, the bug is located
in the depths of the code that takes care of AF_PACKET sockets, which allow users to interact
directly with the packets at the device driver level. With these, users can implement their own
protocol directly on top of the physical layer. These sockets can also use ring buffers (described
in subsection 4.2.1) to speed up the exchange of data between user-space and kernel-space.
However, the check that verifies if the packet data can fit in the buffer is not correctly done: the
kernel will then write data past the buffer and overwrites neighbor objects. Also, the attacker
has a lot of control on the different properties of the bug: its complete capabilities are a heap
out-of-bounds write of attacker-controlled length and offset (up to 64KB). Also, the attacker
controls most of the content of the write as the overflown data is the content of the packet: the
only uncontrolled part is a 14 bytes header at the top.

Now, in the original exploit, the author shapes the heap similarly to the method described in
Listing 2.3, although here he does not target a slab filled with struct task_struct objects but
rather with struct packet_sock, the structure that contains the description of a packet socket.
He targets three fields in that structure:

// 0Only the important fields are displayed here
struct packet_sock {
struct packet_ring_buffer {
struct tpacket_kbdq_core {
struct timer_list {
void (*function) (unsigned long);
unsigned long data;
} retire_blk_timer;
} prb_bdqc;
} rx_ring;
int (kxmit) (struct sk_buff *);
}

The two first ones, function and data, are used by a timer the user can set on a packet socket.
Whenever the timer expires, the kernel calls function(data), so this gives a nice function call
primitive with controlled arguments. In the exploit, this primitive is used to disable SMAP
and SMEP, the two mitigations that prevents the kernel from accessing or executing data in
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user-space. To disable them, the author has to tamper the CR4 control register, which contains
the switches of different CPU features. In our case, the bits 20 and 21 have to be set to 0 to
disable the two protections. To do this, the function field is replaced with the address of the
native_write_cr4 function, used by the kernel to change the value of the CR4 register. Then, the
data field is overwritten with the new tampered register value. This way, once the timer retires, the
protections are disabled. Then, the exploit uses the third field, xmit, to call a malicious payload
in user-space. Normally, this function is called when a packet is transmitted to the network: here,
the pointer is replaced by the address of the attacker-allocated buffer in user-space containing
the payload described in subsection 2.3.2. Thus, when the attacker sends a packet through the
socket, the kernel will in fact jump to the attacker code and replace the credentials of the current
process with full-privileged credentials.

Now, this attack would be blocked if CFI were enabled on the kernel, as substituting a kernel
function pointer with a buffer in user-space is not permitted by the Control-Flow Graph com-
puted by a LLVM-CFI. In the data-only exploit we implement, we therefore change the target:
instead of corrupting a struct packet_sock object, we again corrupt a struct task_struct.
This time, we focus on its cred field, which stores the credential of the process:

struct task_struct {
C...)
struct cred *cred;
C...)

}

We see that the structure does not directly embed the credential data, instead only a reference to
them is stored. When a new process is created, a cred structure is allocated and filled with the
right permissions: in our case, it contains the permissions of an unprivileged user, so our goal
here is to replace the pointer with one that corresponds to a privileged process. Usually, these
structures are dynamically allocated, so leaking the pointer to one of them is not straightforward.
However, there is an exception: in Linux, the first process to start is called the init task and the
other processes are just children of this task. Moreover, this task is not dynamically allocated: its
struct task_struct is a static variable. In the same way, its credential structure is also a kernel
symbol and its address can then be printed using the Symbol .map:

$ cat /boot/System.map | grep init_cred
fffff£f£f£82a632c0 D init_cred

As the init task is a privileged process, we can use the out-of-bounds write to overwrite the
*xcred in an adjacent struct task_struct slab with the value OxFFFFFFFF82A632C0, and we then
get a privileged process.

Note that we assumed here that KASLR was disabled, as the original exploit relies on another
information leak vulnerability to find the KASLR offset. However, we could also bypass this
mitigation by using this bug and a data-only attack. Indeed, in the structure corrupted by the
original exploit, we can find another interesting field:
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struct packet_sock {
C...)
struct packet_rollover *rollover;
...

}

which is pointer to a structure that has the following definition:

struct packet_rollover {
C...)
long num;
long num_huge;
long num_failed;
C...)

Yo

Now, there exists a system call called getsockopt () which can be called on a packet socket to
retrieve different information about it. One kind of information is the "rollover stats", which
when queried are read from the num, num_huge and num_failed field through the packet_rollover
pointer stored in the packet socket. Thus, we can overwrite the rollover pointer using our out-
of-bounds write with a malicious kernel pointer and then execute a getsockopt call. At this
moment, the kernel reads three 1long values from the malicious pointer and return them to the
process, which leaks the kernel memory. Hence, we have created an arbitrary read primitive. At
this point, KASLR can be bypassed with the same technique as described in subsection 4.2.1.

4.2.3 Revisiting CVE-2017-11176

The second exploit we reworked with a data-only attack uses a bug present on Linux kernels
up to version 4.11.9. Although he is not the author of the CVE discovery, we based our work
on the public exploit of Nicolas Fabretti, from the LEXFO security cabinet. Here, the original
exploit assumes that SMAP, the mitigation that prevents the kernel from reading data stored
in user-space, is disabled. However, although KASLR is also assumed to be off, in our exploit
we assume that both mitigations are enabled. This time, the vulnerability is a used-after-free
present in the code managing the Netlink sockets. More precisely, with a race condition one of
the main structure used in this subsystem gets its reference count decreased once too often,
which cause the kernel to free the object. However, the structure is used afterwards, leading to a
memory error. The vulnerable object is of type netlink_sock, a huge structure containing a lot
of different fields, so finding a potential target is not difficult. Here the author chose to corrupt
the following field:

struct netlink_sock {
C...)
wait_queue_head_t wait;

C...)
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This field is the head of a linked-list, which is a common data structure in the kernel used to
create lists. The head is simply a pointer to the first element contained in the list. Here, this list
contains elements of the following type:

struct __wait_queue {
unsigned int flags;
void *private;
int (*func) (struct wait_queue_entry *, unsigned, int, void *);
struct list_head task_list;
};

Note that the third field is a function pointer, selected as the target in the original exploit. It is not
the only one present in the structure, but the author chose this one as it is easy to trigger a call to
that function from userspace (using one system call) and has few side effects, which is important
in order to have a reliable exploit as the vulnerable structure is in a corrupted state caused by
the bug. Now, to be able to hijack the control-flow, the author first has to re-allocate the freed
object with an object whose content is under his control. One of the traditional way of doing
this is by using the sendmsg () system call, which is used to send a message through a socket: it
takes as argument a buffer with user-controlled length and content which is later copied into
a dynamically allocated buffer in kernel-space. Note that both netlink_sock and the sendmsg
buffer are allocated using kmalloc, which means that if we set the sendmsg buffer size to the
length of the netlink_sock structure, they will be allocated from the same generic cache. Thus,
the re-allocation goes as follows: the attacker triggers the bug, so one netlink_sock structure is
wrongly released. Here, the attacker quickly calls sendmsg with a buffer whose content mimics
the vulnerable structure but with malicious values at the targeted fields. This way, the next time
the object will be used, the kernel will read the corrupted values.

Now, the attacker leverages the fact that SMAP is disabled to set the linked-list head pointer
in the victim net1link_sock to a faked list entry allocated in user-space. This way; it is very easy
for him to change and update its content, including the func function pointer shown above. He
can then use the system call that triggers the function call to take over the control-flow. Once the
execution flow is controlled, it executes a complicated privilege escalation exploitation using
return-oriented programming: basically, it forces the kernel to set its stack pointer to a malicious
fake stack in user-land created by the attacker. Then, it jumps to small snippets of code in the
kernel text which all ends with a return instruction, this way at the end of each snippet the
kernel pops an address from the fake stack and jumps to the next gadget. The gadget chain is
built such that at the end of the execution, the CR4 register has its SMEP bit cleared. Then, as in
subsection 4.2.2, it jumps to a payload that executes commit_creds (prepare_kernel_cred(0)),
which gives root privileges to the current process.

Again, CFI would be effective on this attack, as jumping to an arbitrary byte which is not the
beginning of a function in the kernel code is not allowed by the Control-Flow Graph. However,
we can find other interesting field in the netlink_sock structure to adapt the exploit with a
data-only attack, such as this linked-list entry:
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struct netlink_sock {
struct sock {
struct hlist_node {
struct hlist_node *next;
struct hlist_node **pprev;
} sk_bind_node;
} sk;
}

The sk_bind_node field stores the linked-list metadata of an entry. Here, the next field points to
the next entry while pprev stores a pointer to the previous element, so to be more precise we have
here an entry of a doubly linked-list. Also, by looking at the source code that accesses to the fields
of the victim object, we found that by giving the right parameters to the setsockopt® system
call, we can trigger the deletion of this node from the linked-list. Now, in order to simplify some
procedures in the list manipulation, note that pprev is not a direct pointer to the previous element
but rather a pointer to the location of the previous element pointer. With this optimization, the
function that removes an element from a list is implemented as following:

void hlist_del(struct hlist_node *n)

{
struct hlist_node *next = n->next;
struct hlist_node **pprev = n->pprev;
*pprev = next;
if (next)
next ->pprev = pprev;
}

But recall that when this function is called on the node, we control the content of the structure
pointed by n, as it is called on the victim object field. Thus, if we set pprev to an arbitrary kernel
address and next to the content we want to write, when executing *pprev = next (line 6) the
kernel will write our value to the desired memory location. This list deletion can then be used as
an arbitrary write of length 8 bytes. Using this primitive, we can for example execute the same
privilege escalation technique as in subsection 4.2.3 and overwrite the core_pattern symbol.
Also, the string " | tmp/a" fits in 8 bytes (including the terminating character), so one write is
enough to overwrite the symbol with a path an unprivileged user has access to. Here, converting
the string to a pointer type gives the value 0x00612F706D747C (note that the bytes order is reversed
due to the endianness). There is one subtlety though: the last instruction in the list deletion
procedure executes the assignment next->pprev = pprev (line 8). However, in our case next is
set to the path we want to write, so interpreting this string as a pointer creates an invalid address.
Thus, writing here triggers a memory corruption (called a kernel oops) and our process is killed
as the kernel does not now how to recover from the error. To circumvent this behavior, we split
the write in two, so we can control the upper part of the resulting address and choose a memory
region mapped in the kernel address space. For example, instead of writing 0x00612F706D747C

3This system call is similar to the getsockopt one, except it is used to modify the socket parameters instead of
reading them.
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at &core_pattern, we write 0xFFFF8800706D747C at &core_pattern and 0xFFFF88000000612F 4
bytes further, at &core_pattern + 4 bytes. Now, each address points inside of a memory region
mapped by the kernel [28] so accessing it is legal. Also, it might overwrite other random data, but
the probability to corrupt data that crashes the kernel is very low.

Note that we can also bypass KASLR with this vulnerability, using the following field:

struct netlink_sock {
C...)
unsigned long *groups;
C...)

}

Here, we can access this field using the system call getsockname. It reads the value at groups [0]

and returns it to the user. Thus, be setting groups to a kernel memory address, we can build
an arbitrary read of length 8 bytes. Then, we use the same technique as in subsection 4.2.1 to
bypass KASLR by probing the address space to find the offset. However, note that during the
attack with the pipe technique, probing an invalid address just returns an error as the address
is user-supplied: to prevent badly programmed software form crashing, the kernel does not
halt. Instead, here the read happens directly from kernel space, so the behavior is different and
two cases are possible: if the CONFIG_PANIC_ON_OOPS flag is enabled in the kernel configuration,
the kernel crashes when probing invalid address. I this case, our KASLR bypass does not work.
However, this flag is rarely enabled in major distributions, as they try to recover from these
problems to avoid causing denial-of-service on the system; in this case the kernel simply halts
the process. Thus, before each probe, we just have to fork the current process and execute the
read from there: this way, if the address is not mapped, the process crashes and the exploitation
continue in the main thread.
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Chapter 5

Discussion

In this chapter, we discuss different aspects of the thesis: we explain some limitations of the
methodology we used, highlight some interesting results in the classification and present mitiga-
tions that could prevent the data-exploit attacks we built. We also discuss on future works which
could improve our classification.

First, we observe that the current mitigations in Linux would only prevent the exploitation
of a minority of the bug (3 out of 16). Thus, even if the remaining ones might also be exploited
using control-flow hijacking, we think that they can at least be used to perform a data-only
attack on the system, therefore bypassing CFI. We also remark that the exploitable bugs that
Syzkaller founds are mainly use-after-frees. This could be explained by the fact that this type of
bug is very difficult to find due to the quantity of interactions the kernel has between its different
subsystems: it is then complicated to reason about the possible execution path, for example
when implementing locking. In our classification, on the 11 exploitable use-after-frees, 9 of them
require a race condition to trigger the bug according to their Syzkaller reproducer. Intuitively, it
also makes sense that bugs that are triggered only non-deterministically are harder to find using
the kernel unit tests or other code verification method, while fuzzing using concurrent processes
can hit these bugs more easily. It is also possible that Syzbot generated some false negative alerts
as not every memory issues are reported: for example a heap out-of-bounds write which only
overflows in the same object, or only in another neighbor object without corrupting the data
in-between cannot be distinguished by the sanitizer from a legitimate write and no error will be
reported.

Now, the major limitation of our classification is the absence of tangible proof for each bug:
although we cannot provide non-exploitability proofs for bugs that we classified as harmless, an
exploit can serve as a proof of exploitability and show that the bug is indeed correctly classified.
However, implementing an exploit is time-consuming, in particular for kernel exploitation as
the system is very complex, has a lot of interactions and a large code base. Therefore, we only
implemented a working exploit on one bug drawn from our classification and otherwise relied
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on heuristics. Thus, it is possible than some bugs that we classify as exploitabable are in fact
harmless, and conversely. For example, a use-after-free requiring a race condition might not
leave a sufficient window for the attacker to re-allocate the memory spot of the vulnerable object,
rendering the exploitation harder or impossible. Automating this work is then an interesting path
to explore: using an Automatic Exploit Generation (AEG) tool that handles kernel exploitation
could facilitate this kind of bug classification tasks. It could also help developers to triage bugs
according to the threat they create in the kernel and prioritize releasing fixes for them: for
example, in our classification only one of the bug we classified as exploitable had a CVE identifier
attributed (CVE-2019-14821), contrary to the bug we used to implement our end-to-end data-
only attack and which was in itself then not considered as a vulnerability. With AEG, one could
also more quickly assess the effectiveness of new mitigations to see how they cope with a set
of existing vulnerabilities, and conclude whether it is worth merging it in the mainline kernel
or not. In this sense, several recent works published advances on exploit generation for the
kernel: FUZE [39] aims at facilitating the exploitation of use-after-free bugs in the kernel, while
KOOBE [10] focus on heap out-of-bounds write. Otherwise, orthogonal works such as SLAKE [11]
or KEPLER [38] automates specific parts of the exploit by respectively helping to shape the slab
memory at the attacker’s will or by automating the privilege escalation of a given a control-flow
hijack primitive. However, these tools are still at the research stage and cannot be used at a
production level in their current state.

With the three data-only attacks implemented, we also remark the power of this attack type:
not only we managed to reach the same goal (getting root privileges as an unprivileged attacker),
but we also managed to bypass more mitigations than the original exploit (SMAP and KASLR).
Also, we note that the attack are not necessarily more complicated than their control-flow hijack
attack alternative. They require wider knowledge of the kernel objects and structures to find the
appropriate sensitive data to corrupt, but the implementation of the exploitations are otherwise
easier: they do not require advanced technique such as return-oriented programming to bypass
existing mitigations and are therefore also more portable across different kernel builds and
versions. This convenience mostly come from the fact that protections against data-only attacks
are still lacking due to the difficulty of protecting such a wide attack surface with an acceptable
performance impact (see subsection 2.4.3). Now, the kernel still integrates several mitigations
that could prevent our data-only attacks, however all of them were disabled by default in the
targeted kernels. For example, to protect sensitive targets, the CONFIG_STATIC_USERMODEHELPER
kernel configuration toggle remove the core_pattern symbol and instead uses a constant path.
In modern kernels (starting from Linux 5.10), the addr_limit is removed too and the code is
adapted consequently. Also, the CONFIG_RANDSTRUCT flag allows randomizing the fields order
in several sensitive structures, such as struct task_struct (although addr_limit is notin the
randomized set) or strcut cred. However, this process is done at build time, so if attackers target
widely distributed kernels such as the ones in major Linux distributions, they can still easily
compute the offsets of their target. There are also mitigations that protect the primitives we used:
the CONFIG_DEBUG_LIST (called CONFIG_BUG_ON_DATA_CORRUPTION in more recent kernels) option
detects corruptions of the next and previous element pointers, which makes the usage of lists
as arbitrary writes primitives more difficult. However, note that for unknown reasons this flags
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only protects 1ist and not hlist, the linked-list variant used in the victim code, so the exploit
presented in subsection 4.2.3 would actually still work. The kernel also proposes mitigations that
makes the exploit harder to develop, such CONFIG_SLAB_FREELIST_RANDOM which randomizes the
freelist of the slabs to make heap shaping less reliable. To ease the adoption of such flags the
Kernel Self Protection Project (KSPP) publishes a list [23] of protection-related flags a user who
wants a hardened kernel configuration can enable. This helps to block large scale attacks tailored
to kernels using default parameters. However, as most of these flags require to recompile the
kernel, this list is mostly destined to advanced users or server administrators, and their adoption
in widely used distributions is still not earned.

Finally, note that the practical exploit implementations highlight an interesting fact about the
attacker threat model: although none of the bugs we classified as exploitable is an arbitrary write
primitive in itself, we showed in our exploits that increasing the capabilities up to an arbitrary
read or write is common. Thus, we argue that considering an attacker with arbitrary read and
write capabilities is a reasonable assumption when discussing kernel exploitation with default
mitigations. Also, we showed the power of such a primitive, as it immediately gives a way to
escalate our privileges. Note that we only covered privilege escalation attacks, but others are
possible: for example, using the arbitrary read permitted by CVE-2017-11176 (subsection 4.2.3),
we were able to read other processes memory, and as a demonstration we successfully extracted
the SSH private key of a local server, which could then allow to impersonate the server. Data-only
attacks are thus not only powerful but also versatile.
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Chapter 6

Conclusion

In this thesis, we did an analysis of over 100 real bugs in the Linux kernel to estimate the effec-
tiveness of current mitigations, including the latest Control-Flow Integrity protection which is
on its way to being merged in Linux. The need of such classification stems from the fact that
the effectiveness of this mitigation in the kernel is still not clear, as by the quantity of sensi-
tive data stored in memory, data-only attacks could easily bypass the restrictions. Therefore,
analyzing how the mitigation cope with a data set of existing bugs and vulnerabilities gives
a concrete way of assessing the impact of such attacks on the kernel. The results show that
current mitigations would prevent only 3 out of the 16 vulnerable bugs from being exploited.
In order to give support to the reliability of the classification and show the power of data-only
attaks, we also implemented three exploits on bugs that were found in the Linux kernel. One
of them is drawn from the bugs we classified, while the two others are existing vulnerabilities
for which a public control-flow hijacking exploit exist. For the three bugs, we managed to take
over the system with root privileges, assuming an unprivileged local attacker. However, this does
not mean that current mitigations are useless: control-flow hijacking is a powerful attack and
should be considered as such, but data-only attacks is a threat which is equally powerful, and
mitigations in this regard are lacking. Moreover, by the quantity of sensitive data found in the
kernel memory, it is hard to come up with protections that combine completeness in the data
they protect, effectiveness and performance. Thus, we think that protecting the kernel against
this type of attacks will be an important challenge in future kernel security researches.
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